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1
Decision/action requested

SA3 is kindly asked to approve the proposed threats and requirements for key issue #20 in TR 33.848.
2
References

[1]
3GPP TR 33.848 v0.2.0, Study on Security Impacts of Virtualisation
3
Rationale

This pCR proposes the threats and the requirements for key issue #20.
4
Detailed proposal

*************** Start of the Change ****************

5.21
Key Issue 20: 3rd Party Hosting Environments

5.21.1
Key issue detail

Large tier 1 CSPs typically own their own data centres and will operate their own virtualisation host infrastructure, even if the management of that infrastructure may be outsourced to 3rd parties. However, smaller VNOs will likely want to consider an IAAS or NAAS model. In these scenarios sensitive personal data belong to subscriber and cryptographic (e.g. keys and algorithms) are now being stored in a 3rd party shared environment which is not within their control. Whereas, a tier 1 CSP has tight control over where their data centres are located and therefore where their sensitive data is located (and in turn who has access to that data), in a tenant IAAS or NAAS this is more difficult to control. 3GPP functions need to be securable both where CSPs have tight control over NF host environment (including location) and where they don’t.

5.21.2
Security threats
When deployed by an operator who uses a 3rd party host environment not in the operator’s control, the sensitive information of a virtualized 3GPP NF could be compromised to the 3rd party. 
5.21.3
Potential security requirements

Sensitive information of a virtualized 3GPP NF shall be confidentiality protected by the operator when using a 3rd party virtualisation infrastructure.
*************** End of the Change ****************

